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Purpose of this Document
• This document includes operations that are used frequently when using Secure MX.
• Tasks can be performed by referring to this manual, even if person in charge changes.

※ Please refer to Service Manual for detailed procedures.
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Service Online
How to Register/Delete an Account (Gateway)

[Manual]
IIJ Secure MX Service – Basic Functions Manual
Usage Method of Each Functions > Managing Email Addresses Used with This Service > Registering New Email 
Addresses
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Account Registration/Deletion (Gateway)

❖What This Operation Allows You to Do
 To receive emails in Secure MX, it is necessary to register the email address on the whitelist.
 Secure MX will deliver to email addresses on the whitelist, then it is delivered to the customer's MTA.
 If the address is not registered via whitelist, Secure MX will reject the email.

❖What to learn from this section
 Register email addresses on the whitelist.
 Registration can be done by one address at a time, or by multiple addresses at once.
 Deletion can also be done by one address at a time, or by multiple addresses at once. 
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Account Registration/Deletion – Base Operation – (Gateway)

① Log into Service Online, select Configuration, then select Service Management.
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Account Registration/Deletion – Base Operation – (Gateway)

② From Service Management, select IIJ Secure MX.
③ Click on the corresponding service code (mx#######).
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Account Registration/Deletion – Base Operation – (Gateway)

④ Click on Mail Address Management.
⑤ It should display mail address management page consisting of registration section.

Registration section
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Account Registration/Deletion (Gateway)

※Please refer to the corresponding page below, depending on what operation you want to perform:

・Account Registration - Single address registration - …P.9
・Account Registration – Multiple address registration - …P.10 - 11
・Account Deletion - Single address deletion - …P.12
・Account Deletion - Multiple address deletion - …P.13 - 14

*Important Notice

For companies who are enrolled under pay-per-use billing, Secure MX charges based on 
the maximum number of accounts registered within the month. When performing 
registration and deletion at the same time, be sure to Delete first, then Register. This is 
to avoid being billed for excessive number of active accounts.
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Account Registration – Single address registration (Gateway)

⑥ Under Registering New Email Address(es), enter email address you want to add to whitelist.
⑦ Click Confirm.
⑧ After making final verification of email address to be added to whitelist, click Register.

Enter the email address to register on the whitelist.
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Account Registration – Multiple address registration (Gateway)

⑥ Under Registering New Email Address(es), select Register multiple email addresses.
⑦ Prepare by creating a separate file consisting list of addresses to be registered, then import the list file 

by clicking Browse….
⑧ Click Confirm.

Example of Description 

iij-taro01@example.jp
iij-taro02@example.jp
iij-taro03@example.jp
iij-taro04@example.jp
iij-taro05@example.jp

Prepare for bulk registration by creating a separate
email address information file, then import it.
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Account Registration – Multiple address registration (Gateway)

⑨ Review the number of accounts that will be registered and click Register.
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Account Deletion – Single address deletion (Gateway)

⑥ Under Deleting Email Address(es), enter the email address you want to remove from the whitelist.
⑦ Click Delete. 
⑧ A confirmation message will appear, proceed to click Delete. 

Enter the email address to remove from the whitelist
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Account Deletion – Multiple address deletion (Gateway)

⑥ Under Deleting Email Address(es), select Delete Multiple Email Addresses.
⑦ Prepare by creating a separate file consisting list of addresses to be deleted, then import that list file by 

clicking Browse….
⑧ Click Confirm.

Prepare for bulk deletion by creating a separate
email address information file, then import it.

Example of Description
※Only include the email addresses you want 
to delete in the file.
iij-taro01@example.jp
iij-taro02@example.jp
iij-taro03@example.jp
iij-taro04@example.jp
iij-taro05@example.jp
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Account Deletion – Multiple address deletion (Gateway)

⑨ Review the number of accounts that will be deleted and click Delete.
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Service Online
Account Creation / Deletion (Mailbox Plus Option)

[Manual]
IIJ Secure MX Service Mailbox Plus Option Manual [for Admin]
Account management > Managing users’ accounts
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Account Creation / Deletion (Mailbox Plus)

❖What This Operation Allows You to Do
 In order to use Secure MX and Mailbox Plus Option, you must create user account.
 Secure MX will deliver to email addresses that are already created.
 If the user account is not created yet it will be rejected by Secure MX.

❖What to learn from this section
 How to register / delete User Account.
 Registration can be done one at a time, or multiple user accounts at once.
 Deletion can also be done one at a time, or multiple user accounts at once.
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Account Creation / Deletion (Mailbox Plus)

① Log into Service Online, select Configuration, then select Service Management.
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Account Creation / Deletion (Mailbox Plus)

② From Service Management, select IIJ Secure MX.
③ Click on the corresponding service code (mx#######).
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Account Creation / Deletion (Mailbox Plus)

④ Select Mailbox Plus Management. Setting screen should appear.
⑤ Select either Individual User Creation, Batch User Creation, or Batch User Deletion, depending on objective.
⑥ Refer to next slide to jump to each procedure.
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Account Creation / Deletion (Mailbox Plus)

Please refer to page below, depending on objective of task.

・Account Creation – Individual User Creation: …P.21
・Account Creation – Batch User Creation: …P.22
・Account Deletion – Batch User Deletion: …P.23

*Important Notice

For companies who are enrolled under pay-per-use billing, Secure MX charges based on 
the maximum number of accounts registered within the month. When performing 
registration and deletion at the same time, be sure to Delete first, then Register. This is 
to avoid being billed for excessive number of active accounts.
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Account Creation – Individual User Creation (Mailbox Plus)

⑦ Enter Email Address and Email Password.
⑧ Set the Mailbox limit for this user.
⑨ Click Register. Registry Info

Account username

Account password

Mailbox limit for this user account
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Account Creation – Batch User Creation (Mailbox Plus)

Create multiple accounts at once 
by importing user list file

Input example
User address (mandatory), password (mandatory), memo, forward-to, capacity info, time zone, MailTAP login 
info, Include Tab spacing, or move to next line for new info,

iij-taro01@example.jp[Tab]password01[Tab]memo01[Tab][Tab]10[Tab]-0500

iij-taro02@example.jp[Tab]password02[Tab]memo02

iij-taro03@example.jp[Tab]password03[Tab]memo03[Tab]*,iij-taro31@example.jp[Tab]10[Tab]+0000

iij-taro03@example.jp[Tab]password03[Tab]memo03[Tab]*,iij-taro31@example.jp[Tab]10[Tab]+0000[Tab]y

⑦ Prepare a separate file that consists of list of user information to be created. 
⑧ Select Choose File and upload that file.
⑨ Click Confirm.
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Account Deletion – Batch User Deletion (Mailbox Plus)

Delete multiple accounts at once 
by importing list of specified user

Input example
Be sure to include only the email addresses to be deleted:

iij-taro01@example.jp

iij-taro02@example.jp

iij-taro03@example.jp

iij-taro03@example.jp

⑦ Prepare a separate file that consists of list of user information to be deleted. 
⑧ Select Choose File and upload the file.
⑨ Click Confirm.
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Service Online
Reviewing number of Accounts registered

[Manual]
IIJA Secure MX Service Basic function manual
Using Service Online feature > reviewing number of accounts registered
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Log records linked to the registered email address

❖What you can do with this operation:
 You can check the number of registered email addresses and user accounts.
 Make sure to check the registered numbers periodically since it will be charged as registered numbers.

❖Overview of operation:
 To check the registered numbers on Service Online
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Log records linked to the registered email address

① Log into Service Online, select Configuration, then select Service Management.
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Log records linked to the registered email address:

② From Service Management, select IIJ Secure MX.
③ Click on the corresponding service code (mx#######).
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Log records linked to the registered email address:

④ Select Registration History from Service Top
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Log records linked to the registered email address:

⑤ You can view the registered email address for the month in question by checking the history list.
*The maximum number of email address queries per month is shown in yellow.
*The number of email addresses highlighted in yellow represents your billable usage.

Total number of 
registered email 
addresses

Number of email addresses Whitelisted

Number of Email addresses in 
Mailbox Plus
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Secure MX Portal
Operation for Quarantined Emails

[Manual]
Threat Mail Filter Manual [For Administrators]
Managing Quarantined Email Messages
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How to operate the quarantined emails:

❖What you can do with this operation:
 Suspicious or spam emails are detected and quarantined by the threat email filter.
 The threat filter allows you to review quarantined emails and take actions such as releasing and deleting 

them.
 This function is restricted to administrators, with visibility into quarantined emails determined by user 

permissions.

❖Overview of operation:
 Operate (release/delete) quarantined emails in Secure MX portal
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How to operate the quarantined emails:

① Log in to SecureMX Portal.
※Viewable menu changes depending on the role
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How to operate the quarantined emails:

② To check quarantined emails for managed users, navigate to the Quarantine List in SecureMX portal
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How to operate the quarantined emails:

③ Check the box next to the quarantined email you want to manage.
④ Once selected, choose the action you want to perform.

Parameter Description

Release The email will be delivered to its destination once released from quarantine.

Always Allow
Add the sender's email address from the quarantined message to the allowed recipients list in the user filter for the account shown in the recipient field.
*Always Allow only works if the user filter is set to Threat Email Filter
*Registration will not be allowed unless the user filter is configured.

Delete Delete it from the quarantine area.

Download Download the quarantined email as an .eml file.
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How to operate the quarantined emails:

⑤ After selecting action, a confirmation pop-up will appear. Confirm to proceed the selected action.

Release Delete
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Checking the logs
How to check the delivery logs

[Manual]
IIJ Secure MX Service Basic Functions Manual
Usage Method of Each Functions > Confirming Inbound & Outbound Email Delivery Records and Mail 
Count
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Log checking operation

❖What you can do with this operation:
 Checking the logs can help identify why the email wasn’t delivered.
 By checking the delivery log, you can check the emails delivered from the Internet to the Secure MX 

device.

❖Overview of operation:
 Use Service Online to check the logs of specific emails sent and received.
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In case emails are not received: Check flow

[Service Online]

Check email delivery log

[Secure MX Portal]

Check event log

Request investigation to  
IIJ America Customer  

Support

❖ In case the emails are not received, please follow the below checkflow.

Check using IIJ Service Online (https://help.iij.ad.jp/)

サービスオンライン

Check using Secure MX Portal (https://portal.securemx.jp/)

セキュアMXポータル

Request investigation to IIJ America Customer Support
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In case emails are not received: Check flow

① Log into Service Online, select Configuration, then select Service Management.
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In case emails are not received: Check flow

② From Service Management, select IIJ Secure MX.
③ Click on the corresponding service code (mx#######).
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Operation: Mail delivery log check

④ Select Email Delivery Records from Service Top
⑤ Email Delivery Records screen should appear
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Operation: Mail delivery log check

⑥ Click on Mail Log category, depending on your search (Sent Mail = outbound, Received Mail = inbound mails)

Sent or Received Mails can be checked
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Operation: Mail delivery log check

⑦ Select on the date you would like to check, and click Confirm
⑧ After clicking Download the zip file will start downloading

Past 90 days delivery log can be checked
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Log Check
How to check Threat Mail Filter Log

【Manual】

Threat Mail Filter Manual [For Administrators]
Checking and Downloading Statistics and Logs
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Checking Log

❖How to check log
 By checking log, we can narrow down the cause of why the emails are not delivered.
 By checking delivery log, we can check emails which were sent to Secure-MX equipment via the internet.

 By checking DSN, Status columns, we can determine mail delivery status.
 If it is showing 2.x.x

Status row shows “Sent” the mail was successfully sent/received at IIJ’s equipment.
 If it is showing 5.x.x

If the status row shows “user unknown”, double-check email address for any typo.
If sent log shows other than “user unknown”, receiver may be having reason why unable to receive.

2 Lines (Lines with same Qid) shows 1 email session
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Checking Log

❖What can be checked
 We can check what policy was applied and processed in Secure-MX.
 By checking event log, we can check Threat mail filter process for emails through Secure -MX.

❖What we do in this operation
 We check Threat mail filter event log for emails sent/received in Secure-MX.

Recipient’s
mailserver

Sender’s
mail serverSending

Direction

Receiving  
Direction

Internet

Internet

Mail Delivery Log  
Outbound Log

Mail Delivery Log  
Inbound Log

Threat Mail FilterThreat Mail Filter (Virus
Filter)

Your mail client Your mail server

Mailbox  
Mailbox Plus

Mailbox
Mailbox Plus

Delivery log is  
made upon  
sending out from  
IIJ’s equipment

Inbound log is made

upon passing to the
following server after

receiving at IIJ’s
equipmentRelated logs (event/release)

are created
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In case emails are not received: Check flow

[Service Online]

Check email delivery log

[Secure MX Portal]

Check event log

Request investigation to  
IIJ America Customer  

Support

❖ In case the emails are not received, please follow the below checkflow.

Check using IIJ Service Online (https://help.iij.ad.jp/)

サービスオンライン

Check using Secure MX Portal (https://portal.securemx.jp/)

セキュアMXポータル

Request investigation to IIJ America Customer Support
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Event Logs Check Operation

① Log in to SecureMX Portal.
※Viewable menu changes depending on the role
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Event Logs Check Operation

② Select Statistics > Statistics Information
③ Select the Report Type pull-down menu on top-right, and select Event Logs
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Event Logs Check Operation

④ Specify Period of your search
⑤ Select the subject email from the search result of the list.

From the list, you can check when/which filter/how the subject mail was processed

By double-clicking on the list, more detailed 
information can be viewed like this.
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Event Logs Check Operation

❖How to read the event logs
 It is possible to see the reason the filter blocked the email through checking event logs.

 We can check each filter process by looking at Filter Type and Delivery Action. 
 If Delivery Action column shows Quarantined

The email is quarantined following the filter rule showing under filter type.
You can release or discard upon checking the content.

 If Delivery Action column shows Rejected or Discard
The email is rejected or discarded following the filter rule showing under Filter Type column.
Please review detailed rule and make necessary changes in the rule to be able to receive it if needed.
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