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Service Online
How to Register/Delete an Account (Gateway)

[Manual]
IIJ Secure MX Service — Basic Functions Manual

Usage Method of Each Functions > Managing Email Addresses Used with This Service > Registering New Email
Addresses



Account Registration/Deletion (Gateway)

+t» What This Operation Allows You to Do

€ To receive emails in Secure MX, it is necessary to register the email address on the whitelist.
€ Secure MX will deliver to email addresses on the whitelist, then it is delivered to the customer's MTA.
€ If the address is not registered via whitelist, Secure MX will reject the email.

|
s

Whitelist

iij-taro@example.jp vK/

iij-taro@example.jp

oK
€ >
iij-taro@example.jp

——
a0nlam@example,jp Mail Server

Customer Mail Server (MTA) Securem-

(mail.example.jp)

Spam Mail Server

sss What to learn from this section

€ Register email addresses on the whitelist.
€ Registration can be done by one address at a time, or by multiple addresses at once.
€ Deletion can also be done by one address at a time, or by multiple addresses at once.



Account Registration/Deletion — Base Operation — (Gateway)

@ Log into Service Online, select Configuration, then select Service Management.

1) Jel'\fice Online 3 Contact Us 3 Sitemap £3

W Y=ELR 20340
£ Services Guide £ .Loaout @J

A Home

Configuration

' Service Management | * Manuals/Downloads * Service Details

I Home > Configuration

I selection

@wice Manaqe@

=» Manuals/Downloads

=» Service Details

B upP

| Acceptable Use Policy |

@ Internet Initiative Japan Inc.



Account Registration/Deletion — Base Operation — (Gateway)

@ From Service Management, select IlJ Secure MX.
3 Click on the corresponding service code (mx##H##HHHE).

——
1) Zervice Online 3 Contact Us 3 Sitemap F
WY=E2X347

W £ Services Guide § £ Logout 3 | I' c i 0 I'
* Manuals/Downloads * Service Details ' Jervlce n Ine
W =EAR D1

IHome > Configuration > Service Management ﬁ Home E = L t @ l
Service Management
- YT VERER Y * Manuals/Downloads  * Service Details
Selections
ID Management
> i . ; :
e IHome > Configuration > Service Management > Secure MX Service

Mail

Secure MX Service

Online Storage

=< Service Code : mx

Label : Desired Name {Ba:Ii{-8 853!

Domain :

=» 1) Document Exchange

DNS Service

=» |l DNS Platform Service

Domain Management

=» Domain Registration(JP domain)

Network Security
=» |l) DDoS Protection

2 Configuration

Qup

| Acceptable Use Policy |

@ Internet Initiative Japan Inc.



Account Registration/Deletion — Base Operation — (Gateway)

@ Click on Mail Address Management.
® It should display mail address management page consisting of registration section.

2 Manual Download 2 Service Details @ Manage Your Information
Master ID:

Secure MX Service
Service Code: mx

I Il) SecureMX Service > Service Top > Manage Email Address

[ Registered Whitelist Domain ]

I o

[ Download Email List ]

Download a list of registered emails

Download

I II) SecureMX Service > Service Top

[ Registering New Email Address(es) ]

Secure MX Service

- Register a New Email Address

Enter an new email address and click Confirm. Reg istration Section

[Contract Domain]

I o

2 Mail Server

Email Addresses

Confirm

- Register Multiple Email Addresses

Register multiple email addresses.

2 Register multiple email addresses

- ] &gistration Histon{ [ Deleting Email Address(es) ]

- Deleting an Email Address

- = Enter an email address and click Delete
2 Manage Email Delivery ' '

Email Address




Account Registration/Deletion (Gateway)

< Please refer to the corresponding page below, depending on what operation you want to perform:

- Account Registration - Single address registration - ...P.9

- Account Registration — Multiple address registration - ...P.10 - 11
+ Account Deletion - Single address deletion - ...P12

« Account Deletion - Multiple address deletion - ...P13-14

*Important Notice

For companies who are enrolled under pay-per-use billing, Secure MX charges based on
the maximum number of accounts registered within the month. When performing
registration and deletion at the same time, be sure to Delete first, then Register. This is

to avoid being billed for excessive number of active accounts.




Account Registration — Single address registration (Gateway)

® Under Registering New Email Address(es), enter email address you want to add to whitelist.
@ Click Confirm.
After making final verification of email address to be added to whitelist, click Register.

2 Manual Download 2 Service Details @ Manage Your Information

Secure MX Service Master ID:
Service Code: mx

I 1) SecureMX Service > Service Top > Manage Email Address

[ Registered Whitelist Domain ]
I com

[ Download Email List ]

Download a list of registered emails

[ Registering New Email Address(es) ]

Enter the email address to register on the whitelist.

- Register a New Email Address

Enter an new email address and click Confirm.

Email Addresses C >

L __Confrm D

- Register Multiple Email Addresses
Register multiple email addresses.

< Register multiple email addresses

[ Deleting Email Address(es) ]
- Deleting an Email Address

Enter an email address and click Delete

Email Address




Account Registration — Multiple address registration (Gateway)

® Under Registering New Email Address(es), select Register multiple email addresses.
@ Prepare by creating a separate file consisting list of addresses to be registered, then import the list file

by clicking Browse....
Click Confirm.

2 Manual Download 2 Service Details # Manage Your Information

Secure MX Service Master ID:

Service Code: mx

I IL SecureMX Service > Service Top » Manage Email Address

[ Registered Whitelist Domain ]

exampleJp

[ Download Email List ]

Download a list of registerad emails

I Il) SecureMX Service > Service Top > Manage Email Address > Specify an Email Address Information File

[ Specify Information File ]

Example of Description

An information file is required to register multiple email addresses. Email addresses listec
one time.

iij-taro01@example.jp
ij-taro02@example.jp

Please create an Email Address Information File with the format listed below. To register
information file, then click Confirm.

- Note: Creating an Email Address Information File

Download

s Enter an email address with US/Euro characters. i ij-ta r003@exa m ple .j p

o For the email address, please include @ followed by the contracted domain.

[ Registering New Email Address(es) ]
- Register a New Email Address

Enter an new email address and click Confirm.

e You cannot use files created with UTF-8 (with BOM) encoding. iij_ta r004 @exa m ple _j p

- Information File Format for Email Addresses

Enter email addresses separated by a new line, such as the example below. i ij_ta r005@exa m ple .j p

Email Addresses

[ Example ]

iij-taro01@example.jp
iij-taro02@example.jp

Confirm |

I-b Register multiple email addressesl

Information File for Email Address No file selected.
- Register Multiple Email Addresses
Register multiple email addresses. | Camifmr

Prepare for bulk reqgistration by creating a separate * Manage Email Address  Go to Service Page Top

email address information file, then import it.

Baup
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Account Registration — Multiple address registration (Gateway)

@ Review the number of accounts that will be registered and click Register.

[ Confirm Registration ]

After confirming the following information, click Register.

Mumber of Current Email Addresses
Mumber of Email Addresses that can be Registered.
Mumber of Specified Email Addresses
Mumber of Registered Email Addresses
Mumber of Email Addresses that cannot be Registerad

Total Mumber of Registered Email Addresses

I I SecureMX Service > Service Top » Manage Email Address = Confirmation for Multiple Email Address Registration

12Email Address
3Email Address

(5Email Address)
{0Email Address)
{(2Email Address)
15Email Address

Back

=+ Manags Email &ddress

=+ Go to Service Page Tep

11



Account Deletion — Single address deletion (Gateway)

® Under Deleting Email Address(es), enter the email address you want to remove from the whitelist.
@ Click Delete.
A confirmation message will appear, proceed to click Delete.

[ Deleting Email Address(es) ]

- Deleting an Email Address

Enter an email address and click Delete Enter the email address to remove from the whitelist

Email Address Q; ;D

—_— —_—

(¢ | Delete |D

- Delete Multiple Email Addresses

Multiple email addresses can be deleted all at once.

2 Delete Multiple Email Addresses

12



Account Deletion — Multiple address deletion (Gateway)

® Under Deleting Email Address(es), select Delete Multiple Email Addresses.

@ Prepare by creating a separate file consisting list of addresses to be deleted, then import that list file by

CIICkIng Browse.... - Note: Creating an Email Address Information File
CIICk Conflrm' « Enter email address with US/Euro characters.

= For the email address, please include @ followed by the contracted domain.
+ You cannot use files created with UTF-8 (with BOM] encoding.

- File Format for Email Address Information File

Type the email addresses in the file such as below, separated by new lines.

[ Deleting Email Address(es) ] [ Example ] _ .
iij-taro01@example jp[newline]
- Deleting an Email Address iij-taro02@example.jp

Enter an email address and click Delete

Email Address Information File for Email Addresses

Confirm

- Delete Multiple Email Addresses

Multiple email addresses can be deleted all at once,

?_ Delete Mukiple Email Addresses | Prepare for bulk deletion by creating a separate

email address information file, then import it.

[ Search Email Address ]

Browse...

Example of Description

»Only include the email addresses you want
to delete in the file.

iij-taro01@example.jp

iij-taro02@example.jp

iij-taro03@example.jp

iij-taro04@example.jp

iij-taro05@example.jp

13



Account Deletion — Multiple address deletion (Gateway)

@ Review the number of accounts that will be deleted and click Delete.

I Il SecureMX Service > Senvice Top = Manage Email Address » Confirm Deletion for Multiple Email Addresses

[ Confirm Deletion for Multiple Email Addresses |

After confirming the following information, click the Delete.
Mumber of Current Email Addresses
Mumber of Specified Email Addresses

Mumber of Email Address that cannot be Deleted.

Total Mumber of Email Addresses (after deletion)

Delate |

14Email Address
{(3Email Address)
{1Email Address)
12Email Address

Back

<+ Manage Email Address

< Goto Service Page Top

14



Service Online
Account Creation / Deletion (Mailbox Plus Option)

[Manual]
IlJ Secure MX Service Mailbox Plus Option Manual [for Admin]

Account management > Managing users’ accounts

15



Account Creation / Deletion (Mailbox Plus)

+t* What This Operation Allows You to Do

€ |n order to use Secure MX and Mailbox Plus Option, you must create user account.
€ Secure MX will deliver to email addresses that are already created.
@ If the user account is not created yet it will be rejected by Secure MX.

+t* What to learn from this section

€ How to register / delete User Account.
€ Registration can be done one at a time, or multiple user accounts at once.
€ Deletion can also be done one at a time, or multiple user accounts at once.

16



Account Creation / Deletion (Mailbox Plus)

@ Log into Service Online, select Configuration, then select Service Management.

1) Service Online 3 Contact Us 3 Sitemap £3
WY=EIAR34
§ Services Guide § J Losout @ |
' Service Management | * Manuals/Downloads * Service Details
I Home > Configuration
I selection
@wice Manaqe@
=» Manuals/Downloads
=» Service Details
uUP

| Acceptable Use Policy |

@ Internet Initiative Japan Inc.

17



Account Creation / Deletion (Mailbox Plus)

@ From Service Management, select IlJ Secure MX.
3 Click on the corresponding service code (mx##H##HHHE).

—
"l ser\’ice Onlil"le > Contact Us 2 Sitemap

W Y=EARY 34

ftHome ¥ Configuration J] § Services Guide § £ Logout @ |

(o
e ———— s

EREOICH VERELENER  * Manuals/Downloads  * Service Details

Illservice Online

I #=EXR D4

I Home > Configuration > Service Management
Service Management
=

[ selections

ID Management

= 1l ID Service

Mail

Online Storage

=» 1) Document Exchange

DNS Service

=» |l DNS Platform Service

Domain Management

=» Domain Registration(JP domain)

Network Security

=» |l DDoS Protection

# Home £

Configuration I £ Services Guide £ l Logout @[

YT VERER Y * Manuals/Downloads  * Service Details

IHome > Configuration > Service Management > Secure MX Service

Secure MX Service

=< Service Code : mx

Label : Desired Name {Ba:Ii{-8 853!

Domain :

2 Configuration

Qup

| Acceptable Use Policy |

@ Internet Initiative Japan Inc.
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Account Creation / Deletion (Mailbox Plus)

@ Select Mailbox Plus Management. Setting screen should appear.
® Select either Individual User Creation, Batch User Creation, or Batch User Deletion, depending on objective.
® Refer to next slide to jump to each procedure.

Service > Service Top > Mailbox Plus Management

Configure Mailbox Plus settings.

[H About the User Support Page

I [l) SecureMX Service > Service Top

[ Mailbox Plus Information ]

sec ure Mx ser \Y} I ce The number of email addresses has reached the number of subscriptions. Please delete your email addresses or contact your sales representative to add email ad
Used Space I sace:27.7%)
Contracted Space e
- Total Number of Email Addresses | Userslll Groups:0
[Contract Domain] : _
Number of Email Addresses by Domain ] userdll Groups:0

[ User Management ]

- User List

2 Mailbox Plus Management Download a list of registered users. Download User List
W\ and configure settings such as the memo field, max capacity, and email password for each
user.You can a i

- > Di .
dividual users. Display User List

9 Registration History - Create New User

Create users individually.

= Individual User Creation

Use a Mailbox Plus user informaticn file to register multiple users in a batch. = Batch User Creation

? Manage Emall DE'I'VE[K - Batch User Setting Change / Deletion
Use 3 Mailbox Plus user information file to change settings for multiple users in 3 batch, < Batch User Setting Change
Use a3 Mailbox Plus user information file to delete multiple users in a batch. = Batch User Deletion

2 Configure DKIM Signature

- List of Mailbox Usage Percentage/Usage Capacity

Download list of mailbox usage percentage/capacities for all users, Download Mailbox Usage List |

2 FiltarinAa fAar Antiviriic and Snam Mail  Display list of mailbox usage percentage/capacities. + Display Usage Statistics



Account Creation / Deletion (Mailbox Plus)

Please refer to page below, depending on objective of task.

- Account Creation — Individual User Creation: ...P.21
- Account Creation — Batch User Creation: ...P.22
- Account Deletion — Batch User Deletion: ...P.23

*Important Notice

For companies who are enrolled under pay-per-use billing, Secure MX charges based on
the maximum number of accounts registered within the month. When performing
registration and deletion at the same time, be sure to Delete first, then Register. This is
to avoid being billed for excessive number of active accounts.

20



Account Creation — Individual User Creation (Mailbox Plus)

@ Enter Email Address and Email Password.
Set the Mailbox limit for this user.

@ Click Register. Registry Info

Email Address = haracters includinn tha damain nama
*Required <@~ Account username
T —————— T ——

Email Password

*Required Account password
J(Type the password again)

*Up to 80 characters

Memo Field

Time Zone | GMT+09:00 (JST) |
" ify 3 number between 1 and 25

MaxCapadty [l ¢ Mailbox limit for this user account

Forwarding Email Address:
(Example: iij-taro@example.jp)
Forwarding Address 1:

Forwarding Address 2: |

Forwarding Address 3: ‘

Forward Setting :
Forwarding Address 4: |

L R B

Forwarding Address 5: ‘
Forwarded Mail:

O Leave on server

@® Do not leave on server

@® Allow
O Deny

login MailTAP

I | Register I I | Back |




Account Creation — Batch User Creation (Mailbox Plus)

@ Prepare a separate file that consists of list of user information to be created.
Select Choose File and upload that file.
@ Click Confirm.

[ Batch User Creation ]

Use a Mailbox Plus user information file to create users in a batch.

Input example

- Notes regarding the creation of Mailbox Plus user information files

User address (mandatory), password (mandatory), memo, forward-to, capacity info, time zone, MailTAP login

info, Include Tab spacing, or move to next line for new info,

You cannot use files created with UTF-8& (with BOM) encoding.

- Mailbox Plus user information file format iij-taro01@example.jp[Tab]password01[Tab]memo01[Tab][Tab]10[Tab]-0500

Specify the user's email address (required), email password (required), memo field, forwarding address, ma

iij-taro02@example.jp[Tab]password02[Tab]memo02

[ Example ]

iij-taro01@example jpltablpassword01 tablmemo01[tab][tab] 10[tabl-0500 . * .

i-taro02 @example,jp[tablpassword02jtabmemo02 iij-taro03@example.jp[Tab]password03[Tab]Jmemo03[Tab]* iij-taro31@example.jp[Tab]10[Tab]+0000
iij-taro03 @example jp[tablpassword03 [tablmemo03[tab]*,iij-taro3 1 @example.jp[tab] 10[tab]+0000

iij-taro02@example jp[tablpassword03[tab]memo3[tab],iij-taro31 @example jpltab] 10[tzb]+0000[tably  jij-taro03@example.jp[Tab]password03[Tab]memo03[Tab]*,iij-taro31@example.jp[Tab]10[Tab]+0000[Tab]ly

[User email address]: A mail account of up to 80 characters, or up to 90 characters including the domain name.
[Email password]:
The following characters can be used in passwords.
© Alphabet a-z,A-Z
o Mumber. 0-9
o Symbals: " #$% &'+, - /=< (}[]17 @M _"|~!
Spaces cannot be used in passwords.
Passwords need to meet the following conditions.
© From 8 to 64 characters
o Local part not included (case-insensitive)
o Domain not included (case-insensitive)
[Memo field]: Up to 80 characters.
[Forwarding address]: Specify an email address. To specify multiple email addresses, separate them with a " (comma). To leave forwarded mail on the original server, specify *.
[Max capacity]: Enter 10 for 10GB. Enter a number between 1 and 25. If no value is entered, the max capacity will be 10GB.
[Time zone]: Specify in +hh00 or -hh0D format. The hh part can be defined as anything between +12 and -12. For 0, enter +00 using a plus sign. When no value is entered, +0900 will be used.

[Approval for MailTAP Login] If end user is allowed to login to MailTAP, enter ¥. To deny the user from logging into MailTAP, enter N. C reate m u Iti ple accou nts at once

b file chosen

Choose File

Mailbox Plus User Information File

by importing user list file

Confirm | I

22



Account Deletion — Batch User Deletion (Mailbox Plus)

@ Prepare a separate file that consists of list of user information to be deleted.
Select Choose File and upload the file.
@ Click Confirm.

[ Batch User Deletion ]

Use a Mailbox Plus user information file to delete multiple users in a batch, Select a Mailbox Plus user information file, and then click the "verification™ button.

- Motes regarding the creation of Mailbox Plus user information files I n put exam ple

* You cannot use files created with UTF-8 (with BOM) encoding. Be sure to include only the email addresses to be deleted:

- Mailbox Plus user information file format iij-taro01 @example.jp

Specify the users you want to delete in the file, using line breaks to separate entries. iij-taro02@example.jp

[ Example ] iij-taro03@example.jp
iij-taro@example.jplline break]

oo T 2 iij-taro03@example.jp

* [User email address]: & mail account of up to 80 characters.

Mailbox Plus User Information File I Choose File | Mo I|E chosen

Delete multiple accounts at once
| Confirm |

by importing list of specified user

23



Service Online
Reviewing number of Accounts registered

[Manual]
IIUA Secure MX Service Basic function manual
Using Service Online feature > reviewing number of accounts registered

24



Log records linked to the registered email address

+t* What you can do with this operation:

€ You can check the number of registered email addresses and user accounts.
€ Make sure to check the registered numbers periodically since it will be charged as registered numbers.

+t» Overview of operation:

€ To check the registered numbers on Service Online

25



Log records linked to the registered email address

@ Log into Service Online, select Configuration, then select Service Management.

1]] Service Online > Contact Us > Sitemap e v

W Y=ELR 20340
£ Services Guide £ ll-wiwt @ |

* Manuals/Downloads * Service Details

Configuration

' Service Management

I Home > Configuration

I selection

@wice Manaqe@

=» Manuals/Downloads

=» Service Details

B upP

| Acceptable Use Policy |

@ Internet Initiative Japan Inc.
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Log records linked to the registered email address:

@ From Service Management, select IlJ Secure MX.
3 Click on the corresponding service code (mx##H##HHHE).

1) Service Online > Contact Us 3 Sitemap

W Y=EARY 34

ftHome ¥ Configuration J] § Services Guide § £ Logout @ |
EREOICH VERELENER  * Manuals/Downloads  * Service Details

I Home > Configuration > Service Management

1) service Online

WY=E2R312

Service Management # Home £ Configuration ] £ Services Guide £ 'Lﬂewt ©)

—

[ selections LRETTER YERER[SnEnd  * Manuals/Downloads * Service Details

ID Management

=» |1 ID Service
I Home > Configuration > Service Management > Secure MX Service
Mail

Online Storage

Secure MX Service

2 Service Code : mx

Label : Desired Name (Ea==iiE S5 a1k

Domain :

=» 1) Document Exchange

DNS Service

=» |l DNS Platform Service

Domain Management

=» Domain Registration(JP domain)

2 Service Code : mx

Label : Desired Name (E&==ii=EECta =i

Domain :

Network Security
=» |l) DDoS Protection

2 Configuration

Qup

| Acceptable Use Policy |

@ Internet Initiative Japan Inc.
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Log records linked to the registered email address:

@ Select Registration History from Service Top

l 1) SecureMX Service > Service Top

Secure MX Service

[Contract Domain]

2 Mail Address Management

2 Mail Server

I 2 Registration History I

> Manage Email Delivery,

2 Configure DKIM Signature

2 Filtering for Antivirus and Spam Mail

2 SecureMX Portal (A new window will be opened.)

 SecureMX Portal Administrator Reset

2 Email Delivery Records

2 SMTP Authentication Relay Settings

2 External Cloud Link Settings

2 Microsoft 365 Email Address Link

» Password policy management



Log records linked to the registered email address:

® You can view the registered email address for the month in question by checking the history list.
*The maximum number of email address queries per month is shown in yellow.

*The number of email addresses highlighted in yellow represents your billable usage.

I 1) SecureMX Service = Service Top = Registration History for Email Addresses

Number of email addresses Whitelisted

[ Registration History for Email Addresses |

The history chart listed below displays email addresses in the order of the date and time they were registered.
- Search Criteria

List History of Addresses (by month and year) | December, 2025 V|

| Search

Number of Email addresses in

- History List

Mailbox Plus

The maximum number of email addresses for the selected month appears highlighted in yellow. Refer to [Il) Secure MX Servide Basic Functions Manual] for more information

Date and Time Registered Number of Registered Email =~ Number of Email Addresses  Mumber of Email Addfesses in

Addresses (A+B+C) Whitelisted (4) Mailbox Plug/(B) Number of Mailing Lists (C)
- Number of Email Addresses on the First day of the Month

Date and Time Referred MNumber of Registered Ema Number of Email Addresses

Mumber of Email Addresses i - .
Addresses (A+B+C) Whitelisted (&) Mailbox Plus (B) LTl L
December 01, 2025 00:00:00 (JST) / 12 12

0 0
TOtal number Of = Go to Service Page Top
reqgistered email

addresses

29



Secure MX Portal
Operation for Quarantined Emails

[Manual]
Threat Mail Filter Manual [For Administrators]
Managing Quarantined Email Messages

30



How to operate the quarantined emails:

+t* What you can do with this operation:

€ Suspicious or spam emails are detected and quarantined by the threat email filter.

€ The threat filter allows you to review quarantined emails and take actions such as releasing and deleting
them.

€ This function is restricted to administrators, with visibility into quarantined emails determined by user
permissions.

+t» Overview of operation:

€ Operate (release/delete) quarantined emails in Secure MX portal

31



How to operate the quarantined emails:

@ Log in to SecureMX Portal.
*Viewable menu changes depending on the role

SecureMX Portal

.com
Selected: Account Information

> N com (I

S Mx A4 Home Account
ecuare o 08/29/2025 10:59:05 -05:00 [-—]

Portal R '

Login History More v

Shortcuts
Attachment Encryption

Display Language £
Set up Group Policy v

i List/Notification b
Set up Filter Using Registered Lists v
Account * 6 Quarantines »
Set up Filter Using Notify Lists v
[g], Statistics v
Password *
DMARC 3
Having trouble logging in? C] Portal »



How to operate the quarantined emails:

@ To check quarantined emails for managed users, navigate to the Quarantine List in SecureMX portal

SecureMX Portal

Selected:

Home

Accounts

Policies

Attachment Encryption

List/Notification

Quarantine List

Spam Report Settings

Apply Spam Report Settings

« @ Quarantines / Quarantine List

From

Quarantine List

Search

Download

O A @J Date From To

OA
OA
a
OA
OA
OA
O A

08/29 13:18 * All-in-One Survival Kit * <info-uZF @untdstatdropromunifia..

08/29 10:48 * Costco Pyrex Container Set Shipment * <info-N9V@untd...

08/29 09:43 ChatGPT Product Manager <info@campaign.ittrainingsonl..

08128 17:22 "Today's Reward * <info-Jon@untdstatdropromuniflamtionX..

08/28 17:20 'Today's Reward ' <info-dfB@untdstatdropre il

08/28 17:06 'Today's Reward ' <info-5N7@untdstatdropromuniflamtion...

08/28 14:26 "Today's Reward ' <info-Z2z@untdstatdropromuniflamtion...

Subject

A multi-use tool that combines hundreds of dollars worth of survival tools

Time's running out! Claim your exclusive reward

ChatGPT for Project Managers: From Basics to Advanced

We have a surprise from the Lowe's

We have a surprise from the Lowe's

We have a surprise from the Lowe's

& We have a surprise for you

Reason

Spam Mail

Spam Mail

Spam Mail

Spam Mail

Spam Mail

Spam Mail

Spam Mail

1-70/70

Size

436 KB

37.7KB

324KB

207 KB

20.7KB

20.7 KB

255KB

33



How to operate the quarantined emails:

3 Check the box next to the quarantined email you want to manage.
@ Once selected, choose the action you want to perform.

Quarantine List

From

Release

Always Allow

D A [_ﬂJ Date From

08/29 13:18 ' All-in-One Survival Kit ' <info-uZF @untdstatdropromunifia... [EEEGEGEEEN

Delete

Search

Download 1-70/70

To Subject Reason

A multi-use tool that combines hundreds of dollars worth of survival tools Spam Mail

Size

436 KB

Parameter Description
Release The email will be delivered to its destination once released from quarantine.
Add the sender's email address from the quarantined message to the allowed recipients list in the user filter for the account shown in the recipient field.
Always Allow *Always Allow only works if the user filter is set to Threat Email Filter
*Registration will not be allowed unless the user filter is configured.
Delete Delete it from the quarantine area.
Download Download the quarantined email as an .emlfile.

34



How to operate the quarantined emails:

(® After selecting action, a confirmation pop-up will appear. Confirm to proceed the selected action.

Release

Confirm

Are you sure you want to release the selected email messages to the recipient email addresses?

From

Quarantine List/
Search

Release Always Allow Delete Download
OA [ﬂ) Date From To
A 08/29 13:18 * All-in-One Survival Kit * <info-uZF @untdstatdropromunifia... [N

Delete

Confirm

Are you sure you want to permanently delete the selected email messages?

1-70/70

Subject Reason

A multi-use tool that combines hundreds of dollars worth of survival tools Spam Mail

Size

436 KB

35



Checking the logs
How to check the delivery logs

[Manual]
IlJ Secure MX Service Basic Functions Manual
Usage Method of Each Functions > Confirming Inbound & Outbound Email Delivery Records and Mail

Count
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Log checking operation

*t* What you can do with this operation:

€ Checking the logs can help identify why the email wasn’t delivered.

€ By checking the delivery log, you can check the emails delivered from the Internet to the Secure MX
device.

+s» Overview of operation:

€ Use Service Online to check the logs of specific emails sent and received.

Recipient’s Sender’s
Sending mail server mail server
Direction * 1
o
Internet
qam===== oo e oo W= .
’ | Mail DeliveryLog Mail DeliveryLog \
W Outhound L Inbound L N . )
Delivery log is - . \ \nbound gt mace
/ SecureMODC ¢ | upon passingtothe
made upon T fol lowing server after
sending out from Y 2 receivirgatill's
| Il)'s equipment Threat Mel Fiiter (Virus Related logs (event/release) ) Threat Mail Filter | equipment
b — ! Filter) N are created I,

|/ »

I . \ F \ 4 :

1 Mailbox Mailbox []

A\ Mailbox Plus Mailbox Plus ]
e, i O _‘x ________ s et i ’

Your mail client Your mail server
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In case emails are not received: Check flow

+s*In case the emails are not received, please follow the below checkflow.

. . Check using IlJ Service Online (https://help.iij.ad.jp/
[Service Online] g (http p.iij.ad.jp/)

1] sﬂh:iggﬂpnline

Check email delivery log

[Secure MX Portal] Check using Secure MX Portal (https://portal.securemx.jp/)

Check event log S.IC

Request investigation to Request investigation to |lJ America Customer Support

IIJ America Customer II J 82
Support Internet Initiative Japan ‘ ‘
4
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In case emails are not received: Check flow

@ Log into Service Online, select Configuration, then select Service Management.

1) Service Online 3 Contact Us 3 Sitemap £3
WY=EIAR34
§ Services Guide § J Losout @ |
' Service Management | * Manuals/Downloads * Service Details
I Home > Configuration
I selection
@wice Manaqe@
=» Manuals/Downloads
=» Service Details
uUP

| Acceptable Use Policy |

@ Internet Initiative Japan Inc.
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In case emails are not received: Check flow

@ From Service Management, select IlJ Secure MX.
3 Click on the corresponding service code (mx##H##HHHE).

—
"l ser\’ice Onlil"le > Contact Us 2 Sitemap

W Y=EARY 34

ftHome ¥ Configuration J] § Services Guide § £ Logout @ |

(o
e ———— s

EREOICH VERELENER  * Manuals/Downloads  * Service Details

Illservice Online

I #=EXR D4

I Home > Configuration > Service Management
Service Management
=

[ selections

ID Management

= 1l ID Service

Mail

Online Storage

=» 1) Document Exchange

DNS Service

=» |l DNS Platform Service

Domain Management

=» Domain Registration(JP domain)

Network Security

=» |l DDoS Protection

# Home £

Configuration I £ Services Guide £ l Logout @[

YT VERER Y * Manuals/Downloads  * Service Details

IHome > Configuration > Service Management > Secure MX Service

Secure MX Service

=< Service Code : mx

Label : Desired Name {Ba:Ii{-8 853!

Domain :

2 Configuration

Qup

| Acceptable Use Policy |

@ Internet Initiative Japan Inc.
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Operation: Mail delivery log check

@ Select Email Delivery Records from Service Top
® Email Delivery Records screen should appear

2 SecureMX Portal (A new window will be opened.)

2 SecureM¥X Portal Administrator Reset

r Email Delivery Records

ervice > Service Top > Email Delivery Records

[ Email Delivery Records |

Logs that keep track of emails sent/received within 90 days are available for download. The logs include records of received email (regardless of domain), along with sent mail do not contain viruses.

Item Mail Log Mail Count Top 50 Accounts (Sent and Received Emails)
Sent Mail ->Show All Statistics ->Show All Statistics ->Show All Statistics
Received Mail( [INNENEGEGEGEN ) ->Show Al Statistics ->Show All Statistics ->Show All Statistics
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Operation: Mail delivery log check

® Click on Mail Log category, depending on your search (Sent Mail = outbound, Received Mail = inbound mails)

I 1) SecureMX Service > Service Top > Email Delivery Records

[ Email Delivery Records ]

Logs that keep track of emails sent/received within 90 days are available for download. The logs include records of received email (regardless of domain), along with sent mail do not contain viruses.

Item Mail Log Mail Count Top 50 Accounts (Sent and Received Emails)
Sent Mail ->Show All Statistics ->Show All Statistics ->Show All Statistics
Received Mail( [ IIININENGGEN ) ->Show All Statistics ->Show All Statisti ->Show All Statistics

Sent or Received Mails can be checked
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Operation: Mail delivery log check

@ Select on the date you would like to check, and click Confirm
After clicking Download the zip file will start downloading

CE N,

[ Confirm download ]

_ Confirm the contents below, and cick Download.
Log data consisting of sent and received emails can be downloaded. Refer to [l

Number of Downloaded Logs 1 Items
[ Citerin] Format of Downloaded File ZIP file format
File Size (before compression) 4KB
Items
I | Download |I [ Back
[Result] f < Go to Email Delivery Record < Go to
Displaying 1-10 of 91 Results: 5 Fr bl
Sent Mail
Selection Date Size of Log
(] Thu, July 10, 2025 00:00-04:59 (JST) 1KB
[ Wed, July 09, 2025 (JST) 1KB
(] Tue, July 08, 2025 (IST) 1KB
O Mon, July 07, 2025 {JST) 1KB
O Sun, July 06, 2025 (JST) 1KB
O Sat, July 05, 2025 (JST) 1KB
[ Fri, July 04, 2025 (IST) 1KB
O Thu, July 03, 2025 (JST) 1KB
[ Wed, July 02, 2025 (JST) 1KB
O Tue, July 01, 2025 (IS 1KB
Displaying 1-10 of 91 Results: ? i e bl

Past 90 days delivery log can be checked

Confirm |I
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Log Check
How to check Threat Mail Filter Log

[Manual]

Threat Mail Filter Manual [For Administrators]
Checking and Downloading Statistics and Logs
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Checking Log

+s* How to check log

€ By checking log, we can narrow down the cause of why the emails are not delivered.
€ By checking delivery log, we can check emails which were sent to Secure-MX equipment via the internet.

2 Lines (Lines with same Qid) shows 1 email session

Date Qid ToFrom Address Size Msgid Relay DSN Status
8/12/2025 0:10 oooooocnons from iij-jiro@example 260645 wom@123456. o, prod. outlook.com
871212025 0:11 000000000 fo iij-taro@example mxa-0094.2.0.0, sent (48ejgtstyd-1 Message accepted for delivery)

€ By checking DSN, Status columns, we can determine mail delivery status.
@ [f it is showing 2.x.x
Status row shows “Sent” the mail was successfully sent/received at |lJ’s equipment.
@ If it is showing 5.x.x
If the status row shows “user unknown”, double-check email address for any typo.
If sent log shows other than “user unknown”, receiver may be having reason why unable to receive.
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Checking Log

ss*What can be checked

€ We can check what policy was applied and processed in Secure-MX.
€ By checking event log, we can check Threat mail filter process for emails through Secure -MX.

*t* What we do in this operation

€ We check Threat mail filter event log for emails sent/received in Secure-MX.

Recipient’s Sender’s
mailserver mail server
Direction 'T' 1

o
Internet
” e F ------------------------ -* ----- .
¥ LY
- 1 [ Mail Belivewy Lag; Mail Delivery Log, 1

; Bekvers biis Outbound Log Inbound Log .\:u- Inbound log ismads

made upon SecureMOC ¥ \ enmehwb

né o o : : ; following server after

seng "\% Qut from, . . N f 3 | receiving atIlJ's
| W’s equ_ipm\enﬁ Threat Mail Filter (Virus t Related logs (event/release)| Threat Mail Filter E, equipment
\ Filter) y are created | 7 =

e - ; E [
: m \ ) v :
1 Mailbox Mailbox i
\ Mailbox Plus Mailbox Plus !
\."l--- ------------------ - ----I',

Internet

4 \x%/ T “"‘“

Your mail client Your mail server




In case emails are not received: Check flow

+s*In case the emails are not received, please follow the below checkflow.

. . Check using IlJ Service Online (https://help.iij.ad.jp/
[Service Online] g (http p.iij.ad.jp/)

1] sﬂh:iggﬂpnline

Check email delivery log

[Secure MX Portal] Check using Secure MX Portal (https://portal.securemx.jp/)

Check event log S.IC

Request investigation to Request investigation to |lJ America Customer Support

IIJ America Customer II J 82
Support Internet Initiative Japan ‘ ‘
4
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Event Logs Check Operation

@ Log in to SecureMX Portal.
*Viewable menu changes depending on the role

SecureMX Portal

.com
Selected: Account Information

> N com (I

S Mx A4 Home Account
ecuare o 08/29/2025 10:59:05 -05:00 [-—]

Portal R '

Login History More v

Shortcuts
Attachment Encryption

Display Language B
Set up Group Policy v
English

List/Notification b
Set up Filter Using Registered Lists v
Account * 6 Quarantines »
Set up Filter Using Notify Lists v
[g], Statistics v
Password *
DMARC 3

Portal b

0

Having trouble logging in?



Event Logs Check Operation

@ Select Statistics > Statistics Information
3 Select the Report Type pull-down menu on top-right, and select Event Logs

..
-

- I~

1l]

SecureMX Portal

AlConants

Poboes

Anlachment Encrypbicn

ListNoddcaton

Quarantens

Elc

Stassacs

Stat28cs Informaton

OMARC

Portal

ki, Statistics

Inbound Summary

boursd Emad Mesiages
Emad Mes530e3 Daf Hour
Bandwiah

Bandwiah per Hour

[ Statistics Information

2018-02-21

= I

OutDound

W2l

ITEBE3 1 KB

151547 KB

ME
INB
,MB
I MB
oo
0 X O O
Outbound Summary

Outound Emad Messiges

Emad Metsages par Hour

Bandw»an

Bandwiah per Hour

2487

12¥84KE

&2 3KB

D amnrt Turmn

® Traffic Overview

Threats: Overview

Threats: Viruses

Threals: Spam

Attachments Stafistics

Keywords Statisfics

Allowed Inbound Message Summary

User Activity

Releaze Statistics

Releasze Logs

Event Logs
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Event Logs Check Operation

@ Specify Period of your search
® Select the subject email from the search result of the list.

i [y Satistics [ Statistics Information
b4

Event Logs

SEMDER AUTHENTICATION INFORMATION ATTACHMEMT FILE (0)

BASIC INFORNATION

Event Logs
Memo Conditiaon Del ey Action Achon

Iribcand = b Pl Specied w Al Delvery Acion Mo Filler Type

e e et B e Sl e T . Spam Fites Spam Pl (medum gz P —
& P atamg Sbyert From I l
By double-clicking on the list, more detailed

information can be viewed like this.

From the list, you can check when/which filter/how the subject mail was processed
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Event Logs Check Operation

*s* How to read the event logs

@ Itis possible to see the reason the filter blocked the email through checking event logs.

Event Logs Simple Details @» X

BASIC INFORMATION SENDER AUTHENTICATION INFORMATION ATTACHMENT FILE (1) EVENT HISTORY (1)
No. Filter Type Memao Condition Delivery Action Action Action Details
1 Security Filter - TrojKry pt-AQM Discard

€ We can check each filter process by looking at Filter Type and Delivery Action.
€ If Delivery Action column shows Quarantined
The email is quarantined following the filter rule showing under filter type.
You can release or discard upon checking the content.
€ If Delivery Action column shows Rejected or Discard
The email is rejected or discarded following the filter rule showing under Filter Type column.

Please review detailed rule and make necessary changes in the rule to be able to receive it if needed.
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All materials on this document, including, but not limited to, text, pictures, are protected by copyright under the copyright law of Japan, international
conventions, and other copyright laws. No part of this document may be reproduced or modified in any form or by any means, without permission in
writing from the copyright holder. The trademarks "I1J" and "Internet Initiative Japan" are owned by Internet Initiative Japan Inc. or registered
trademarks of the company. Any other service marks, product names, company names, on this document are owned by Internet Initiative Japan Inc. or
their respective companies. TM or ® are not indicated for the respective marks and names on this document.

©lnternet Initiative Japan Inc. All rights reserved.
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