FortiClient Remote Access User Guide

FortiClient Setup Guide

For Windows

1. To get start it, you need to download and install the FortClient.

Access to “https://www.fortinet.com/support/product-downloads” in your web browser.

2. Click “FortiClient VPN only” under Product Downloads, FortiClient.
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Product Downloads and Free Trials

Fortinet recognized as a Sample Vendor for Hybrid Mesh Firewall Platform by Gartner®

GET THE REPORT

Product Downloads “ Free Trials

FortiClient A

FortiClient 7.2
ZTNA Edition
EPP/APT Edition
FortiClient EMS

FortiClient VPN only

Download for Windows.

FortiClient VPN

The VPN-only version of FortiClient offers SSL VPN and IPSecVPN, but does not include any support. Download the best VPN software for multiple
devices.
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Download should be completed in a few minutes.
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3. From Download, double click FortiClientVPNOnlinelnstaller.exe (Administrator role log-in is required)
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i FortiClientVPMNOnlinelnstaller.exe =
I Completed — 4,0 ME

Check the 'Yes, | have read and accept the License Agreement box and click 'Next'

A FortiClient VPN Setup -

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient YPM on your computer. Click Mext to
continue or Cancel to exit the Setup Wizard,

You should

B ves, 1 have read and accept the  License Agreement

now see this screen. Click 'Install’.

Cancel

A FortiClient VPN Setup -

Ready to install FortiClient VPN

Click Install to begin the installation. Click Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install

Cancel
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4. Installation will be completed in a few minutes.

Click the “Finish” button
!

2M rortiClient VPN Setup = X

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

The URL page shows some questionnaires during/after downloading, but there is no need to submit anything.
Please close this window.
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Your zero trust

Learn More

journey starts here

ZTNA Resources

ZTNA Resources and the benefits of a zero trust architecture

How to Harden VPN with ZTNA

Technical documentation to design, demo, and deploy ZTNA with FortiClient
\l/ © Downloaded... First Name * Last Name *

Email Address *

n Do you work in IT/Operations? O Yes O No
© Install Now
— | consent to receive promotional communications (which may include phone,

email, and social) from Fortinet. | understand | may proactively opt out of
communications with Fortinet at anytime.

SUBMIT

5. Once the installation is completed, please reboot your PC.
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6. You will have the FortiClient Icon on task bar. (low right hand of your screen)
Double click on the icon.

VU

Click “Configure VPN”
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8. Make sure you select “SSL-VPN” tab.

Type as below;

Connection Name: “RemoteVPN”

Description: “Remote VPN”

Remote Gateway: “Your F/W’s IP address” (Please refer your Firewall Policy Sheet for FW URL)
Click “Save”

\@ FortiClient - Zero Trust Fabric Agent X I

File Help

FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

o)

Connection Name | RemoteVPN |
Description | Remote VPN l
Remote Gateway uda.xoo.iii.us | &

FAGT Remote Gateway

D Customize port 443

[ | Enable Single Sign On (SSO) for VPN Tunnel
Authentication o Prompt on login O Save login

Client Certificate | None v
[ ] Enable Dual-stack IPv4/IPvé address

Cancel Save

Type in your name and password which your IT administrator will provide you.
(Please refer your Firewall Policy Sheet for name and password)

Then, click “Connect”.

@ FortiClient - Zero Trust Fabric Agent

File Help

Upgrade to the full version to access additional features and receive technical support.

VPN Name RemoteVPN v I =
Username i
Password _ l
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9. Connected status will be shown on taskbar.

10. How to disconnect RemoteVPN.
Open the FortiClient application and click “Disconnect”.
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